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File  Tools  Configuration

Mew Scan | (& (3

HLsERplore
E‘ Web Yulnerability Scanner
&' Web Scanner

Tools
@

£, Subdomain Scanner

&% Bl

B2 Compare Results
~7 Wehb Services
&

Configuration
B Settings
4 Scanning Profiles
i General
& Program Updates
120] Yersion Information
(& Licensing
&) Support Center
&] Purchase
&) User Manual (html)
&) User Manual (pdf)
# AcuSensor

Ready

iuinlg Am

118l oyl (IS o

Help

21| @ acunetix

ATION SECURITY

~
Acunetix Web Vulnerability Scanner [

Web Scanner

Perfarms automatic security auditing for web applications

% Tools Security tools that contribute to the auditing process
— Web Services Tools for auditing web services.
(= configuration Configuration of the application or the scanning profiles

i General Used to perform application updates, check version infarmation and licensing, techical support and purchasing
information

Common Tasks

[ Mew Scan Start a new website scan

S Sample Scan Load the results frorm & sample scan session
& MNew'Ws Scan Start a new wel service scan.

i Reporter Startthe reporter toal.

13 scheduler Startthe scheduler.

& AcuSensor Go to AcuSensor configuration page.

|
| W) Acunstii Ltd @ 2010 Al rights reserved.

"
Acunetid WS w70 Build 20101115
’;Qctwlty Window 11-\;
Populate application menus ...

Populate tools bar ..,

Populate tool explorer ...

Load ServerInfo $ML ...

Load module "Web Applications" ...

1 modules loaded.

§ Application Log | Errar Log

Coad 5> 000 U S 0,y > 9 05,5 eldS New Scan (Sg, JSoi (ailao 51531 o0 oo a4 59,9 5l A

1S 35l Ol 89,y Syl H18L Sy | b 5,90 culw w)ysl Website URL

File  Actions Tools Configuration  Help
- X g [ il
| Tools Explorer I 7| start URL: [http: ) fws, hpol,org) ~ | Profile: |Default | B start
E‘ web Yulnerability Scanner
m B APPLICATION SECURITY
Scan Type

£, Subdomain Scanner

&% Bl

B2 Compare Results
~7 Wehb Services
&

Configuration

B Settings

4 Scanning Profiles
General

& Program Updates
120] Yersion Information
(& Licensing

&) Support Center
&] Purchase

&) User Manual (html)
&) User Manual (pdf)
# AcuSensor

Ready

Select whether you want to scan a single website, a list or range of websites or whether you want to analyze
the results of a previous crawl
Scan ype

“] Here vou can scan a single website. In case you want to scan a single web application and nat the
% whole site vou can enter the full path below. The application supports HTTP and HTTPS websites.

* Scan single website
‘Website URL: fhttp: //localhostd

|

5 |F pou saved the site structure using the site crawler taol you can uze the zaved results here. The
& scan wil load this data from the file instead of crawling the: site again

Scan using saved crawling results

Filename: =

r'l I caze pou want to scan a list of websites, you need to chooge this option. Prepare a text file
! containing the list of websites and indicate the path of this file below.
Scan alist of websites from a file
Filename: =

) “Y'ou can also scan a range of computers. T his wizard will inspect this range looking for HTTP and
S HTTPS websites, You may select individual websites later after the discovery was finished.

Scan a range of computers looking for websites

IP range:
acunetlx e etin WWE 7.0 Build 20101115

LY
~

Fopan S

Populate tool explorer ...

Load ServerInfo $ML ...

Load module "Web Applications" ...

1 modules loaded, |

§ Application Log | Errar Log
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File Actions Tools Configuration  Help
% ¥ 4 B¢ P4 = ] i
| Tools Explorer 0 E | & | | el & 47 | Start URL: hietp:/fwww, bpol.org/ | Profile! | Default | B start
E‘ web Vulnerability Scanner
gl E APPLICATION SECURITY

& Web Scanner
¥ Tools

@

0, Subdomain Scanner

e @Bl

7 Compare Results
[ Web Services
&
e
— Configuration
B Settings
#| Scanning Profiles
i General
&) Program Updates
{1.0] Wersion Information
(&P Licensing
&) Support Center
&) purchase
& User Manual (hbml)
& User Manual (pdfy
= AcuSensor

acunetix

Select Targets

Pleaze wait until the scanning is finished and then select the targets you want to scan from the list below.
path. By entering these details you can reduce the scanning time.
List of targets

B localhost80 ]
Base path

Server banner

v

¢
Apache/2.2.4 MWin32) FHP/S.23

For every target you can enter details such as operating system, webserver, technology or change the base

OO T
Populate toal explorer ...
Load Serverinfo XML ...

Load module "Web Applications” ...

1 modules loaded.

|
| Target URL hittp: /localhast: 80/
| Operating spstem Windaws
| ‘WebServer Apache Zx
| Detected custom 404 enar page Mo
| Optimize for following technologies  [PHF]
|
Status . Done
etix WS uT.0 Build 20101115
o
< Back I[ Neut > J l Cancel 1
|a

¥ Application Log | Errar Log

Ready

lugs (Sawy S al>50 5)lg U S eldS Next (s aoSs Sg) 9 2ads oll JSir silao | wloyhis

File Actions Tools Configuration  Help

| Tools Explarer

/ Start URL:  http:/ fvw, hpolorgy + | Profile:

& start

=

Default

E‘ web Vulnerability Scanner
} Web Scanner
~7 Tools

@

0, Subdomain Scanner

e @Bl

7 Compare Results

7 Web Services
&
=

— Configuration
B Settings
& Scanning Profiles

i General
&) Program Updates
{1.0] Wersion Information
(&P Licensing
&) Support Center
&) purchase
& User Manual (hbml)
& User Manual (pdfy

= AcuSensor

acunetix

Crawling Options

Here you can set crawling options.

Crawling optiohs

Ik

the general crawler behaviour, pou should go to settings.

" Start HTTP sniffer for manual crawling at the end of the process

Get first URL only

v Do nat fetch anpthing above start folder

 Fetch files below base folder

v Fetch directory indexes even if not linked

~ Submit forms

v FRletrieve and process robots. tet, sitemap.sml

v |gnore CASE differences in paths

v Enable C5& [analyze and execute JavaScript/a) 4]
After crawling let me choose the files ta scan

Define list of URL's to be processed by crawler at start

These options will define the behaviour of the crawler for the curent scans. IF you want to modify

AP

PLICATION SECURITY

etix WWS v7.0 Build 20101115

n

< Back I[ Neut > J[ Cancel

Populate toal explorer .
Load Serverinfo XML ...

o ;

Load module "Web Applications” ...

1 modules loaded.

¥ Application Log | Errar

Ready

Log
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Saey S d>s0 3)lg U oS eldS Next s aeSs Sg) 9 3> plil Sl (gillo 9) Wlowdais 50 al>s0 ol 5>

File Actions Tools Configuration  Help

= & = .
L = % Pl B & | g | o

| Tools Explorer o 47 | Start URL: hietp:/fwww, bpol.org/ | Profile! | Default | B start

| ! =l
E‘ web Vulnerability Scanner
& web Scanner e d. qm !_

PLICATION SECURITY

== Tools )
@ Scan Options
ere you can set scan options.
Here pli
L, Subdomain Scanner
% Scanning profile
s
r: Scanning profile will enable/disable different tests [or group of tests] from the test database.
) " This could speed up the scanning process if pou just want ta verify some particular information,
ol
i 1 compare Results Usze this scanning profile: | Default -
= ‘eb Services
E 5l Scan ophions
s = i }; These options will define the behaviour of the scan for the curent scans. |f you want to modify the:
= Configuration general scan behaviour, you should ga to settings.
B Settings
i e Seanning Profiles Scanning mode: | Heuristic: +| Help
= General

&) Program Updates
{1.0] Wersion Information
(&P Licensing

&) Support Center
&) purchase

& User Manual (hbml)
& User Manual (pdfy
= AcuSensor

v Manipulate HT TP headers [Referer. User-agent, ...)
v Enable Port Scanning

+ Enable &cuSersor Technology

c’cunEtlx hetix WWS v7.0 Build 20101115
n

< Back I[ Neut > J[ Cancel

TP OpOACE TS A
Populate toal explorer ...
Load Serverinfo XML
Load module "Web Applications” ...

1 madules loaded. |%

¥ Application Log | Errar Log

Ready

lugy A= S al>yo @ b oS LS Next s anSs Sg) s al>y0 ool 5o

File  Actions Tools Configuration  Help

L [ e
:T°9‘$ gxp\grgr I § o ,. 4| Stark URL: http:/ fusvas, hpol.org) | Profile: | Default - a Start
E‘ web Yulnerability Scanner 3 E
&' Web Scanner iiii :iii ﬁNF APPLICATION SECURITY
== Tools . g
@ Login
F Configure input/login details for pazsword protected areas or HTML foims
£, subdomain Scanner
=)
c. Forms Authentication
=
e IF your website requires forms authentication. you need to record the steps required to login on the
) webzite, Thiz will be saved as a login sequence file and can be uged later,

“YY'ou can also specify a section of the website which you do not want to be crawled [for example

l i . :
& Compare Results links that will log you out from the website).

= Weh Services

&
) Login sequence | <no login sequences e
== Configuration
q Settings Record Mew Login Sequence
& Scanning Profiles
=l General

& Program Updates
120] Yersion Information
(&P Licensing

&) Support Center
&] Purchase

&) User Manual (html)
&) User Manual (pdf)
# AcuSensor

acunetix hetin W w0 Build 20001115

< Back “ Nest > ‘{ Cancel

TP OpUIEE s O
Populate tool explorer ...
Load ServerInfo $ML ...
Load module "Web Applications" ...
1 modules loaded, |

§ Application Log | Errar Log

Ready
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Iygis €9y Sewl wldoe b oS &S Finish anSs (Sg, wesS| pusw, ad>,0 bl wonwd a4 V>

File  Actions Tools Configuration  Help

| Tanls Explorer & /2| Start URL: |http: {fwww. hpol.orgl

B3 start

~ | Profile: | Default -

E‘ web Yulnerability Scanner

Finish
Here you can review your scanning details.
Verity if everything iz in order and then click Finish.

£, Subdomain Scanner

Scan Summary

ATION SECURITY

&% Bl

B2 Compare Results
~7 Wehb Services

List of targets selected for scanning

& Profile
Configuration Default
o Settings Targets

4 Scanning Profiles
i General

& Program Updates

120] Yersion Information

(& Licensing

&) Support Center

&] Purchase

&) User Manual (html)

&) User Manual (pdf)

# AcuSensor

« http:/ilocalhost:80/
05 Windows
Server Apache 2
Technologies: PHP

acunetix

v Save scan results to database for report generation.

etin WWE 7.0 Build 20101115

< Back I[ Einish J{ Cancel

Fopan S
Populate tool explorer ...

Load ServerInfo $ML ...

Load module "Web Applications" ...
1 modules loaded.

§ Application Log | Errar Log

Ready

Isls Giu,lsS 903, | L 3590 culw 55 | XSS S iy wawl LiSiwl ad,ds 1 5l asy

File  Actions Tools Configuration  Help

Mew Scan | (& 3

;Tpp\; Explorer

E ‘web Vulnerability Scanner

FOE| & | | Start LIRL: |http:/flocalhost:a0)
Scan Results Status
= & Scan Thread 1 { http:fflocalhost:30/ ) Finished (55 alerts) | #)
=i [llg web Alerts (58)
@ Apache 2,2,14 mod_isapi Dangling P...
Cross Site Scripting (2)
=[] findex.php (2)
- @ accept-language (1)
= @ appservlang (1}
wvariant 1
- @) Apache 2. wersion older than 2.2.6..,
@ Apache 2.x version older than 2.2.8...
& apache 2.3 version older than 2,29,

| Report

=
e
A

[ Compare Resulks
=1 e Services

&

=

Subdomain Scanner

Configuration [ @ Backup files (4)

& Settings @ @ Error message on page (1)

] Scanning Profiles & @ Apache 2.x version older than 2.2.1...
7 General @ Apache mod_negotiation filenarne br...

@ Program Lpdates @ @ Directory Listing (5)

&) Yarsion Information i @ Possible sensitive directories (3)

(= Licensing

&) Support Center
&] Purchase

éj User Manual (hkral)
:eﬁ User Manual {pdf)
& AcuSensor

& @ Sessiontoken in URL (1)

+ @ TRACE method is enabled (1)

@ Ercken links (2)

@ Error page Web Server version discl...
@ GHDE: AlMYPHP (2)

@ 3HDE: Apache directory listing whic. ..
@ GHDE: AppsServ Open Project (79

I3

[+

"
L @B R nhebe A dein (2

< >

| Ackivity Window

Port scanning completed!
Finished scanning.

Sawing scan results to database ...
Done saving to database.

Flush file buffers,

| Profile:  Default -

&3 start
krow 1 the script should Be frusted or not, mwall e
in the uset context allowing the attacker to access any cookies or
session tokens retained by the browser,

This vulnerability affects index.php.
Discovered hy: Scripting (<55 scripf).
The impact of this vulnerability

Malicious users may inject JavaScript, vBScript, Activex, HTML or
Flash into & vulnerable application to fool & user in order to
gather data from them. An attacker can steal the session cookie
and take over the account, impersonating the user. It is also
possible to modity the content ofthe page presented to the user

Attack details

URL encoded GET input appsendang was setto”
onmouseover=prompt(939784) bad="

The input is reflected inside 3 tag element hetween double
quotes.

2 View HTTF headers
Request

GET 522%200Nmous e0vers
3dprompts28939784%29%20bads3d%22 HTTP/L.1

Cookie: pmaCookieVer=4;
phplyidnin=76c2la’bedel03f98de2bi260588331e

Host: localhost:80

Connection: Keep-aliwe oy |

*|la

| Application Log | Error Log

Ready
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13S By b 9 pudd (s 5S 190 4wl oaui iy lsS Ol 5> SL aS sl axan

<script>alert("XSS")</script>
LowiS oo ey 9y Sxdy ol Gl b pupsl Slpsl 5> iz = S aalS 5l o

@Back - ;_‘ﬂ E’,:‘ ' P Search Favorites 62 = . El‘;i :“3

Address | € | http:/flacalhostfindex, php?appservlang=-cscript »alert("%55") <jscript > ¥| EGU Lirks ™ @ onack B &

The AppServ Open Project - 2.5.9 for Windows

;__wa phpMyAdmin Database Manager Version 2.10.2
#/ PHP Information Version 5.2.3

About AppSerersion 2.6 8 for Windows
AppServ is a merging open source software installer pas for \Wins

x

» Apache Web Serverersion 2.2.4
« PHP Script Language ‘Yersion 5.2.3 ! y 42

» MyS0L Database “ersion 5.0.45 _
Ok
+ phpMyAdmin Database Manager‘/ersior|

ChangeLog
php?appserdang=">README

AUTHORS

COPYING

bt/ fweiri AppSe reietwork.com

Change Language : s 5=

% Easy way to build Webserver, Database Server with AppServ :-)

) pore J Lacal intranet

(s o) lowi ,> Alio anl>l )
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|, SQL whgiws sl (g,b 5l pwlei wswo aS sulpal, 9 SQL Injection wl giws wgid Gliz> 5,90 > Alio ¢l )>
oo s Lol , oS (82,35 b g Inject Lo Database ¢ Lo Applcation «

: D 0315 ol pudliae U syl

oslaiwl uleMbl SLpSGU 5l 5g 5> wleMbl s;Lw 0,35 S U0 0 sSLa Web  Application ;| s, Lo
. A9l wsw 0,35 W Table b g Jola> J=Is g Database L g wsileMbl sla bl ug,s wleMbl. ausSiwo
o aisS aidl,lislw 9 oo Wigo A L 03y Silw 0,055 Sl (slxo U s, Gy 05bw s o3l oKL
diolsw (DBMS) jlais| 4y b Slosls oL piwuw wio |, Ll aS aids wsw plxil |, slaolKil,
o SQL , (Web Data Source) Web ,> c.cMbl s;Lw 0,35 b W Platform ¢, weaxo 9 oS )50 5l oSy
L assl wslw Sg> 9 Gy Ul b 5l Jglas s o 0,055 wleMbl @y (sawyiaws o3ls Slal&ul s . b

. 35,50 o SQL Ulod
ANSI sb; oS50w s)lasbowl Uloslw (sab 1 aS OLj ol .+ 9w o3laiwl sileMbl ebib el b bls,l sl SQL 5l
Sl adyl, sileMbl SlpSib Slpoiwuw oo Sy cowl oaw pudaisAmerican National Standard Institute
TS SILLY

1 SQL L wsuluwl

Ulgiuo 0L ol 5l oslaiwl L. awlue Structured Query Language b g=iw> aidl wslw ul; Sliee a4 SQL
S8l o 5l vasy. 3905 Jlocl Database jLzLw L g  osls )5 | siluus 9 aiwls (sowiws Database a4
w2l 5l o,ue 9 Access , DB2 , Informix , Oracle , SQL Server , Sybase , Ingres Ug=od sileMbl cbl wyjuin
- S oslawl Ol
osleiwl b ol 2uls 5l 9 03900 |,>| Database sy, ,» Query b gxiw> S, wsSy dlgino SQL 0L; 5l osleiwl b
5,8

5SSy Gz . g, L 4 W osly B> Lo ¢ il ey W sulsl ¢ oud Sl ailsiie 1 s> ol
S (sw oslasiwl .. 9 Joa> skl Jio wols aolis pll sl |, W Query
DUl W pud) Aowd i 4 SQL S 39>90 wligiws

DDL -\

DCL-Y

Hlislbw pwlei o whgiws ol lowgi aS auiwl w SQL wlhgiows 1 Jiusw Data Definition Language L g DDL
5l as,le olhgiws (ol 5l saise . puds e |, Database
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CREATE TABLE - ALTER TABLE - DROP TABLE - CREATE INDEX - DROP INDEX

sll) b oesly LS sawyiws 5,8 4 as wowl SQL wlhgiws ;I swinxs Data Control Language LDCL

CONNECT - SELECT - INSERT - UPDATE - DELETE — USAGE

: SQL Injection

laWebSite l$ o Database g il ;| , g sw 0,055 ® Database 5> b osls 9 wleMbl ploi aS il
low o iows wylw Database ;s sg>90 wleMbl a, pwlgi o Lo SQL Injection 1,k 5l 9 g 0 wga=o
Application ,5 aS (siwol 0,6> @ a=gi U LS &b b g 0aiiS alo> el aS 138l (s Slail (silo; SQL Injection
|) )lS U.J' 9 Cowl oslel Query J>-|> a, SQL C)b_gl_,wb )| SrwSy US,S ))|9 L_gg Insert L.Sl)J , ol >9>90

A8 ww pll aoliyy a4 (S3g,9 S 031> US,S olsl 9 e alwgs

: Injection yousxwin
oy ol oo [l S8 L8 ol Sy . cowl s9>90 Application s l Laxxiu SQL Injection > al>,0 sl
531 amlos eslaiwl oouw osls Luwlos Slalas 5l 9 ules sl | cowl psmnw 5> Uas 359>9 50 Juds aS | S5,le0
9 1wl acwl | b Uy ul pasxiis )08 ol ww S8 bl , 900 oo 05y Giwlos Uas> 595 55lgo ;> ax

. ulos oslaswl Ll 51 wlgw

: Error gloil youskwisi

, pusai a>lgo Ll U LS a5y cowl Sow aS (suld Error glgl U cwnl sw o SQL Injection Joc 5l L
skl IS JSi 95 @ | W Error ooui skl oMSie b axlgo 5> wlgi «so Web Application b . eugi bl
. Lo

SQL Vgoso . e ww Mdgi JSawe &y il > 9 Web Server aliwg a4y aS wowl syl |, Error gg5 ool
asS Mg wsw el , W Quotetion ¢iwws Jio 1gaw wsw Inject oluiwl Syntax ;I eslaiwl L aS sula Injection
005,55 1) las 5l g95 ol Application

HomePage «» Redirect ailo wsuld wldoc 5l pwlsi s bo W Error 5l g9 ol 5l oslasiwl sgw 51 S,8el> Sl
 parlos oslaiwl ol slas pley Sls @ aasln G 5l oo el Gwlos b g

Jads o Uas 5l g5 ol - g o sl o Application Code alowg @ aS wowl sullas |, Error g9 (09>
. g wsw g @ Application csewugs aoly wldlosl

asby axan ol , 1wl News.Asp ob @b axswo &b Shls aS pmil acals Application &l )31 Jlo Ulgic a
wdl,> Database I |, Id @, bgs,o wleMbl |, Id lago <8l 5l a9 ulos @b, (S3g9,9 Ulgic @, Id &by asS 5)ls
A s Jiwles axan 53 | s Ol pupw 9 03900

Pl 5505 seww awd 9 1wl Valid 9 juiso S)lase aS uS &l 1) Sxg)9 Id jlasoe kad Application )31 V>
DD 9 394 wsw 031> wuiS s Record el azuis s 9 il il 399 Ol Sy News Jga> s (i,
. 390 wswo ddgi Error el , aules wsewy | a0 Record wleMbl aS 1S wsw s Application as
Application aS > a>gio U ylos o JLw,l Application woow @ Invalid Request ¢paix awl 5> Sa &l
. S w5950 W Error U s>

® Page ,> Error udg0s yosxwiuo

ww b = S3g59 Sl osls S, Sws asuis > aS v b Page ceuwwl wsw , SQL Injection Sass al>,0 >
wuld LiSLES Guizxod g ... 9 OR, AND auile wsiledS 5l owlsi wsw o johhio ¢l Shy . puwlos Laziino |, Lgw
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Number -\
String -Y
Date -Y

“Ali” Wi, 2l wsw 0ui grbao 05l glosl 51 (sSU SQL waonw v Web Application caoow 5l oas JLw,)l el 4o
. 3ol s Number osls &l 0 g String osls &b

String s Lioll g Wgi s JLw,l SQL caonw @ diiwd aS 50,90 Uled @y aads Sxac Sld uol,l olos
. g0 wsw Jlw,)l SQL wonw vV SIS J5Is ;> @y Data g

SELECT * FROM News WHERE NewsId=5
SELECT * FRPM News WHERE NewsTitle="News’

. Aol ww SQL Injection .l
www.site.com/news.asp?NewsId=10

SQL Injection wuly 55 iy wuwl S Liohl paxkin cp> ol 95 5l pwlsi o Url ool 0SS s Sl
il o + SIS Sl eslaiwl 5 095 ol 9 il wew Id 5l sy ' LaSLIS 5l oslaiwl Jol o, . owsS oslaswl

SELECT * FROM News WHERE NewsId=10’
SELECT * FROM News WHERE NewsId=9+1

o, 283 (s Gwles | el JStine [l SQL jgiows Llisbw aSil 0 osiwe U 2l SQL Query oulsl s>
b wsw SQL Injection wucwl Sbhls yiol,l ool 35 (s Ul 3,90 (ul 9+ 594 s =] EFror ugu o9 Hgiws
- paalod Copue |, SQL 393 wlhgiws aiws @ pul Al bo g

. palos oslaiwl 50 String S Lol s wp> pwlsi o Wlhhgiws Huod ;1 laads

www.site.com/news.asp?NewsTitle="News’

SELECT * FROM News WHERE NewsTitle="News"”
SELECT * FROM News WHERE NewsTitle="New’+’s’

oo gules [ cowl JSiie )y SQL giws Lsbw aSul 5 (siwo Uax 2y SQL Query ool sl
] LIS ol Gl A5 w0 Vlin 3590 Gl 9+ 39w >l Error gy 9y seiws sy, Ad>
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public static void Main(string args[])
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Console.WriteLine ("hello,{0}!",args[0]);

Console.WriteLine ("Welcome to the C#");
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GuardXT: Overview

Security news

Read more!

read more Sy, ,u SLAS U aS 5,15 Mog > piwnsw (sawiol [ ay polass| wiogwlS Gius ool
S oadline JolS job @ |, abbgy o ;L aslgine

55 CaiigeolS wloudhis aS il adlgs 5 JSw il Sl axaews a4 aules SIS Settings awSs g, LS|
 S9uie oy, Lol

GuardX|1: Contiguration

Configuration

email recipient .
mail@yourserver.com

exciude folders
/eache /administrator/cache;

Don't calculate hash values for files larger than (KB)

Disable healthcheck on initialization? No @ ves

Cron executable via HTTP @ No Yes
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S Jlw,l lows sl |, abgy o wleMbol @by U oS 3)lg 1) 3595 Juo Sl coswd ol 5> 1 email recipient

T UL WD alig . asS s 3,680 Whgo il )y oSewl adlgioe aS (suld aingy caowwd ol 5> 1 exclude folders
AS > o 5l

x> 8l aS A uS akuis Jlgie o d ol 5> 1 Don't calculate hash values for files larger than (KB)
S 3509 by oS @y 1) H1080.55,55 (o 9 dsi o Gud o1 Lo Sk 5590 Hlaso 5l iy L

CaiigaolS Sl ol )5 Lelbld Usgy pllw (e, Udgs YES Wso > ¢ Disable healthcheck on initialization?
ewl quzo pudaii Gued porauing seb W ¢3S0 W )go

A3 8L Lo,9 i wigo 4 ed |, ay,S ¢l Cron executable via HTTP

Version Checks

o Latest Joomla version is 1.5.22. Active version is 1.5.20. Update now!
o Latest GuardXT version is 1.00.04. Active version is 1.00.01 Update now!
Check additional components. Check now!

5 aS 5l lomis SMog> 9 wiiguolS 593 03 o) s 4 polais | CuigwlS pgd owwd sl axas >
20l ol 1 o ol lomd @ pitaew il Cisiil 5> 39>90 S A 5l 55 (vogad londs Al aSyie0
>0 b colw 3o gy il o (WS CuigrolS 395 pd g Wog> Qs pd 1 IS Axgi puSe @ Lol aslgs
2> |y piciw 53 03t caar S wiigolS Hulw Lde) 59, U D WS Guaogaw.Add W)l | 595 i yide; ax

.J.is,g.o._snw)).g)i._l_b Sl axen

File Guard
Initial run not yet executed Initialize now!
Check run not yet executed Check now!
A health check of your Joormila core files was successfully performed. Review mnow!

Review no
Re

000000

9 05,5 api (siad locs Slplbld swlod 5l aS JSii oy cowlpbld oS wlhdlxo ppo yuz File guard iz
s9>90 Jud U 1) Lelile ol Giud 368 s Llplild ool caoMw adlgzo aS b 18 9 5 lawe a5 (suleMbl 6L s
Al oo gl b iigeolS ol Giuiel S Gy gusiepo Sl coswd ool ob> L ail iebao 395 SMeg>
5,90 G U 2o initialize 2ol )L SO Lo 1) il Gsw 50,8 =il 5> aS Initial run not yet executed au,;S
C S I)}IM_MJ JJlS LS ) n5|).g |) check now Cl.u)§ aS cwl 3lS a2 Ql&é)g 39U Aupi Sy

35kw w0 0BT i i 9 lphld ¢ b alingy (sowyiwd Whassi 3590 55 | loods piauisw

Joomla Server Configuration Check

i user not active

should be password protected. Sta ard!
C is writeable Change now!
11 Files in tmp directory Remove now!

Temp path outside of public html

Log path outside of public htm!

0000000
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as @ U ul ais)S 1,8 public_html 5l 2,1 Sumo 5> 10g o tMp Sl alisgy Ll aS 1Sko (sowyy pd ds AigsS 95
b 2dlgS o i Sy 3V Sla uloisl, lood @y W 43S Gl sy 50,8 Wigo 5>

PHP Checks

register_globals is of

safe_mode is off.

open_basedir not used.

If you don't have access to your global php.ini. local php.ini filtes might help. Start wizard!

3515,050 Lo php wlowdais (sow) 4 ciigeolS culpi )5 9

uwgols> PHP wlowhii 5l (swasy U caowl 5l 2ol ascilan csvwinol JSiie 9 468 LIS zuxo job a0 Mog> aSiyl sl
Cowl SO as @y o 5950w Php wumog aS ad e Ulin lood @ il )> aS sl

U 2uiSio SoS o au php.ini Jold So eslbw U aolyy aeal ascalin csowsiws 90w wlowbis a4y lows S|
> b php.ini Ll aS 006S Jlgw 9w puesl 5l audl) asS Jdlocel 593 (sShicil j9,w 55 ) )i 5,90 wloyhais
.(0S o5laswIPHP wlouhis s Sl .htaccess ;1 awlgie @ 90w 5l (vamy 5> 0 b cowl w2 8 Gang aw

102 031> 25 Mog> y9rw SO Shy php 5L 5590 wlowdais 15 55
register_globals = off.
safe_mode = off.
allow_url_fopen = off.
open_basedir > w2 59w wlowhii U wowlico 9 3uol Jled uL o
t g Jled sue b php s 5w w5 Riled o >
Show_source
System
Shell_exec
Passthru
Exec
Phpinfo
Popen
Proc_open
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